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ABSTRACT

Around the world, the internet (interconnection network) has developed into one of the most popular data communication media. With a variety of illegal
information retrieval techniques that are developing, many people are trying to access information that is not their right. Various techniques to protect
confidential information from unauthorized persons have been carried out to secure important data. Steganography is a science and art for writing hidden
messages so that no other party knows the existence of the message. The three results of tests conducted by the LSB method can be used to hide messages
into images. The first test was successful by writing a message that less than 31 characters stored in the picture, the second succeeded in writing a message
equal to 31 characters stored in the picture, the third failed to write a message of more than 31 characters stored in the picture.
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I. INTRODUCTION

Security is an important thing that must be done to maintain very important information in technological development. Safety
is a condition free from danger, where this term can be used concerning crime, accidents, and others. Security can not be
described if not in a situation of fear. In the context of information and communication technology, security is one of the
important aspects that need to be considered.

The application of steganography is not only used for sending confidential data. However, steganography can also be used to
secure personal data stored on data storage media, such as hard disk, flash disk, and CD (Compact Disk). Similar to sending
confidential data, the application of steganography also aims to protect data from other people’s disturbances. The purpose of the
disturbance can be in the form of reading, editing, and deleting data [1]. In this study, the researcher makes analysis and designs
a steganographic application to be the solution to the security problem. By using this technique, we can hide information data in
the Multimedia Message Sevice (MMS) or digital media that we have.

Multimedia Message Service (MMS) is a service provided by cellular phones to its users to communicate through sending
short messages containing text and multimedia. MMS is very popular, aside from its low cost, the message sent can be received
by the recipient well and quickly. Communication via MMS is not a point-to-point communication, but messages sent through
MMS do not reach the destination directly, but first to the server on the MMS network and then delivered to the recipient of the
message. On the MMS network, message security is very much threatened to be read by others. Security is needed so that the
contents of messages sent via MMS are maintained and can only be read by those who have the right to read them. The solution
offered is securing messages on MMS with Steganography [2].

The first study conducted by [3] entitled “Analysis and design of Steganography applications in digital images using the LSB
method”. Research conducted testing and testing analysis of this Stegolmage application that aims to determine the level of
success of the application in achieving the desired results and objectives. From the results of system testing conducted, the
Stegolmage application successfully implemented a steganography technique that uses the LSB algorithm to secure the message
that a file can be inserted into an image file and retrieved from the image file.

The third study was conducted by [2] entitled “Implementation of Steganography Schemes with the Select Least Significant
Bits (SSLB) Method on Encrypted Messages for MMS Delivery” The system built is a steganography system that can be an
alternative to secure messages in the Multimedia Message Service (MMS) facility. The process of inserting messages on the
system: insert original messages, insert compressed messages, insert encrypted messages, insert compressed and encrypted
messages.

The fifth study was conducted by [4] entitled “Text Message Steganography Technique Using the Least Significant Bit
Method and the Linear Congruential Generator Algorithm”. The Least Significant Bit (LSB) method is used to insert messages
into the 24-bit color image insertion (cover image) media on each of the two most significant bits of each color image (Red,
Green, and Blue) so that each pixel of the color image can hold 6-bit text message. In determining the location of the pixel of the
color image that the message will insert, a pseudo-random number generator, the Linear Congruential Generator (LCG) is used.
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The experimental results show the calculation of Peak Signal to Noise ratio (PSNR) for each image that is inserted with the
maximum message size (stegoimage), resulting in values above 40 dB. PSNR calculation is used to determine the comparison of
image quality before and after the message is inserted.

Therefore, an application that can secure messages by using the above method will be designed so that the hidden information
data can be saved into digital media that we have.

Il. METHOD

Inserting messages into covertext media is called encoding in Fig.1, while message extraction from stegotext is called
decoding. Both of these processes may require a secret key (called stegokey) so that only authorized parties can insert messages
and extract messages [11].

| Encoding || | Stegotext | || Decoding |
| (embedding) | (Extraction)

Fig. 1. Message insertion and extraction diagram

A. Steganography

Data insertion techniques into covertex can be done in two kinds of domains:

1. Spatial (time) domain (spatial / time domain), this technique directly modifies the byte value of the covertext (the byte value
can represent the intensity/color of the pixel or amplitude). Examples of methods classified as spatial domain techniques are
the LSB method.

2. The domain of transform (transform domain) This technique directly modifies the transformation of the signal frequency.
Examples of methods that fall into the frequency domain technique are spread spectrum [10].

B. Least Significant Bit (LSB)

In the arrangement of bits in a byte (1 byte = 8 bits), there are the most significant bits (the most significant bit or MSB) and
the least significant bits (the least significant bit or LSB). They are seen in Fig. 2, which illustrates an example of a binary value
of 8 bits.

I 0 0 1 0

MSB LSB

Fig. 2. most significant bit (MSB) dan least significant bit (LSB)
The right bit to replace is the LSB bit because the change only changes the byte value, one higher or one lower than the
previous value. Suppose the byte represents red, then changing one LSB bit does not change the red color significantly, and the
human eye cannot distinguish that very small change. Suppose there is an image with the pixel value as follows Fig.3.

Fig. 3. Process Image File into Collection of Pixels

For example, we take the values of several pixels in the image above, where the pixel value is converted first into binary to
insert a character “R” = 01010010, where 01010010 is the binary code for 82 which is the ASCII code “R” character.
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(00100111 11101001 11001000)
(00100111 1100100011101001)
(11001000 0010011111101001)

*Image segment before inserting

(00100110 1110100111001000)
(00100111 1100100011101000)
(11001001 0010011011101001)

*Image segment after inserting "R"

Seen above is the change in the sample image data segment contained in the rightmost bits, after inserting 01010010 as hidden
data, that the bit change only occurs on the far right side of the 8 bits that exist. Steganography with the LSB method is also only
able to store information with a very limited size. For example, a 24-bit image (R = 8-bit, G = 8-bit, B = 8-bit) is used as a
container to store 100-bit data, if each color component (RGB) is used one pixel to store confidential information. Therefore,
each pixel is stored 3 bits of information, so that at least a container image of 34 pixels or equal to 34 x 3 x 8 = 816 bits (8 times)
is needed. So a 24-bit image is used to store confidential information that can only hold a maximum size of 1/8 of the size of the
container image [3].

C. Flowchart Use of Steganography Applications

The flow of user application illustrated in Fig.4. Fig.4 explains the flow of the program using a mobile-based steganography
application. It explains what information must be input to begin the process of extracting secret messages. The information must
be complete; if incomplete, an error will appear to remind it. After all of the information is complete, the steganography program
will use the LSB algorithm to retrieve the message bytes from the LSB image file so that the secret message can be read again.
After the secret message can be read, the message extraction process has finished.

Chatting
text
Database

Fig. 4. Message Extraction Process Flowchart

D. Flowchart Message Extraction Process.

In Fig.5 at this stage, or hidden files are separated from the storage media using steganography techniques with the LSB
method, so it becomes a message file that can be read.

. Proses Ekstraksi pesan :

‘ Stego-Object (*jpg. *png) | ‘

Steganografi (LSB) |

Save file

Fig. 5. Message Extraction Process Flowchart

DOI: 10.25139/ijair.v2i1.2653



International Journal of Artificial Intelligence & Robotics (IJAIR) E - ISSN : 2686-6269
Vol.2, No.1, 2020, pp.8-12 11

I1l. RESULT AND DISCUSSION

This chapter discusses a series of trials and evaluations of the applications. This test includes a system functional test consisting
of character length testing and character type testing. The first test is a functional system that consists of several tests. Among
them from each system test are in the following table I.

TABLE |
LONG TESTING CHARACTERS
Procedure Result Information

Sending Messages Less Than 31 Application Can Receive and

. Success
Characters Extract hidden messages
Sending a Message Equal To 31 Application Can Receive and

. Success
Characters Extract hidden messages
Sending Message More Than 31 The application _cannot accept and Not Successful
Characters cannot extract hidden messages

There are three conditions when testing when a user receives a message with a character length of less than 31, equal to 31, and
more than 31 characters in table I1. The result is that the message can be sent and encrypted if the character length is less than 31,
and the character length is 31. While for the character length, more than 31 messages can still be sent, but the message cannot be
extracted or failed to encode the message.

TABLE Il
LONG TESTING CHARACTERS
Procedure Result Information
Sending Message in the Form of Applications Can Receive and Encode
. Success
Letters hidden messages

Applications Can Receive and Encode

Send messages in the form of numbers . Success
hidden messages

Send a Message in the Form of a Applications Can Receive and Encode Not

Symbol hidden messages Successful

There are three conditions as seen in Table II, when testing with the procedure of sending messages in the form of letters,
sending messages in the form of numbers and sending messages in the form of symbols, obtained the results that when users can
send messages in the form of letters, numbers, and symbols and successfully decrypted. Either send only letter characters or
letters with numbers or symbols together. Encoding testing on encrypted messages is performed on mobile android version 8.1.0
(Oreo) with a screen size of 1440 x 720 pixels or 5.99 inches shown in Fig.6 to the following image

¢ Chat

coba
hey
aku tunggu dipasar sekarang
Ditunggu jam 10 pagi

Siap

Fig. 1. Display Test Encrypted Message
Testing the chat_member table in the database above in Fig.7, it appears in the incoming message column in the form of an
encrypted image. The image is beautiful, which will be extracted or decrypted in the computerization process of the application.
And what appears will be the text on the chat page where the text has no more than 31 characters. Based on the application trials
that have been done, the results show that the application can be installed and can be run later on testing application features such
as registration, login, contact list, sending messages, displaying messages sent, and logging out to function properly and as
expected.
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T Check a With selected: ? Edt 3¢ Copy @ Delete = Export
Fig. 7. Display Test Message on the database

CONCLUSION

Based on the discussion and testing that has been done, it is concluded that the implementation of steganography applications in
the form of text chat successfully implements steganographic techniques—the LSB algorithm in securing messages sent to the
database so it cannot be read. The message sent to the database is in the form of an image format *png.
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