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Abstract—The increasing demand for precise motor control in industrial automation and IoT-integrated applications has driven the 

development of hybrid control systems for multi-servo motor management. Existing solutions often rely solely on either IoT-based 

automation or standalone manual control, limiting adaptability in environments with unreliable network connectivity. This study proposes a 

hybrid control system that integrates local potentiometer-based control with IoT-enabled remote operation to enhance flexibility and 

reliability. An experimental approach is employed to design and evaluate the hybrid control system, utilizing a modular controller board and 

MQTT as an IoT communication protocol. The system’s performance is assessed based on response time and synchronization accuracy under 

varying network conditions. Experimental findings demonstrate that the proposed system effectively balances remote accessibility while 
ensuring on-site reliability. The integration of MQTT QoS level 2 enhances real-time performance by ensuring the accurate delivery of 

messages. Measured delays range from 21.72 ms to 55.61 ms, with jitter values between 1.17 ms and 33.89 ms, highlighting the impact of 

data traffic on control precision. By addressing latency, synchronization, and connectivity challenges, the proposed system bridges the gap 

between IoT-driven automation and manual control mechanisms, providing a scalable and reliable solution for broader automation 
applications. 
 

Keywords—Hybrid Control; Multi-Servo Motor; IoT; MQTT; Potentiometer-Based Control; Real-Time Performance. 

 

I. INTRODUCTION 

The rapid advancement of smart mechatronics has driven 

an increasing demand for precise, efficient, and adaptable 

motor control systems, particularly in industrial automation, 

robotics, and IoT-integrated applications [1]–[3]. Multi-servo 

motor control plays a critical role in these fields, facilitating 

synchronized motion, high-precision positioning, and adaptive 

automation [4]–[6]. However, traditional control architectures 

often struggle with scalability, communication latency, and 

fault tolerance, limiting their effectiveness in real-world 

industrial environments [7]–[9]. 

Recent research has focused on enhancing dynamic 

response, minimizing torque ripple, and optimizing 

communication protocols to achieve real-time performance in 

servo motor systems [10]–[12]. The integration of IoT with 

motor control has further expanded capabilities, enabling real-

time monitoring, predictive maintenance, and cloud-based 

adaptive automation [13]–[15]. Despite these advancements, 

ensuring seamless synchronization, low-latency operation, and 

high-precision performance in networked multi-servo motor 

systems remains a significant challenge, particularly in 

scenarios with unstable network connectivity [16]–[18]. 

To address these challenges, various approaches have been 

explored. FPGA-based multi-axis controllers offer high-speed 

processing but are hindered by high implementation 

complexity and limited adaptability [19][20]. PID tuning 

techniques offer precise control, yet they require frequent 

manual recalibration and struggle with dynamic load 

variations [21][22]. MQTT-based remote motor control has 

demonstrated effectiveness in IoT-driven automation but 

remains highly dependent on stable network conditions, often 

lacking a robust local fallback mechanism [23][24]. These 

limitations emphasize the need for a hybrid control approach 

that can seamlessly integrate IoT-based remote management 

with local manual control, ensuring adaptive, low-latency, and 

fault-tolerant operation in diverse industrial settings [25][26]. 

Traditional manual and remote-control systems also exhibit 

inherent constraints, primarily due to either over-reliance on 

network connectivity or limited adaptability in real-time 

applications [27]. Many existing solutions operate exclusively 

on either IoT automation or standalone, potentiometer-based 

manual control, which restricts their effectiveness in dynamic 

industrial environments [28][29]. Multi-axis servo motor 

systems continue to struggle with synchronization delays and 

response inconsistencies, which are detrimental to the precise 

management of multiple actuators [30]. There is a clear need 

for developing an integrated hybrid control framework that 

ensures real-time synchronization alongside low-latency, 

responsive operations, and dependable performance under 

changing conditions [31]. Different hybrid control approaches 

have been introduced, which feature FPGA-powered 

controllers along with PID-based precise actuation and IoT-

enabled monitoring systems [32]. Existing methods do not 
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provide a single framework that simultaneously enables 

remote accessibility and reliable local manual operation 

without compromising efficiency, adaptability, and robustness 

[33][34]. 

The study introduces a hybrid control system for multi-

servo motors that integrates traditional automation methods 

with Internet of Things (IoT) capabilities. The system design 

features both a multi-potentiometer local control interface and 

MQTT-based IoT remote operation, which benefit from real-

time synchronization capabilities. The experimental study 

focuses on evaluating system performance through multiple 

metrics. It evaluates system performance using response time 

metrics alongside synchronization accuracy and system 

stability in diverse network conditions. The analysis includes 

a detailed examination of latency in MQTT-based 

communications and input responsiveness from multi-channel 

potentiometers to achieve real-time precision and system 

adaptability. 

II. RESEARCH METHODOLOGY 

This study employs an experimental approach to develop 

and evaluate a prototype of a hybrid control system for 

managing multi-axis servo motors. The system integrates two 

primary control methods: local control using multi-channel 

potentiometers and Internet of Things (IoT) based remote 

control. These methods are specifically designed to address 

typical issues in servo motor control, with a focus on response 

time and reliability. The proposed hybrid control system 

architecture of this study is illustrated in Fig.1. 

 
Fig.1. System Design of Proposed IoT Architecture. 

  The key IoT communication protocol mechanism utilized 

in this research is Message Queuing Telemetry Transport 

(MQTT). The MQTT broker is hosted on a cloud server, 

enabling commands to be sent from a client application to the 

servo controller board via an internet communication medium. 

This system guarantees low latency and efficient data sharing 

for an end-to-end real-time control application. As part of the 

local controller, a multi-channel potentiometer-based control 

device permits manual adjustment of the rotation angles of the 

multi-servo motors. This configuration function is 

independent of network connectivity, providing a reliability 

control mechanism in the event of potential disruption. 

Additionally, the prototype features six servo motor units, 

each connected to the I2C multiplexer output, providing six 

degrees of freedom. These motors are controlled by a 

microcontroller-based control circuit, which serves as the 

sensor feedback manager, providing precise and synchronized 

control. The hybrid system architecture delivers a seamless 

balance between IoT-based flexibility and local control 

stability. The combination of these technological 

improvements can enhance the system’s precision and 

adaptability, making it well-suited for applications that require 

high reliability and real-time responsiveness. 

A. Design of Servo Controller System Board 

The schematic design of the servo controller board 

proposed in this study, which emphasizes a modular and 

efficient system, is shown in Fig. 2. The ESP32 is selected as 

the central control unit in our system due to its notable 

processing abilities and numerous communication interfaces, 

including I²C, SPI, and UART. The ESP32 is also responsible 

for managing inter-component communication and processing 

input signals operating on this board. The system begins with 

a stabilized power supply, utilizing the 5V power output from 

the PSU as the VCC input to power the servo controller board. 

Then, this VCC socket distributes power to the ESP32 board, 

the PCA9685 PWM module, and servo motors, activating 

these modules. To ensure the stable operation of our servo 

controller board, we utilize a noise-filtering bridge to 

effectively minimize voltage fluctuations. A CD4067 16-

channel multiplexer enhances the input capability of the 

ESP32’s limited analog input. This module enables the 

reading of numerous signals with unparalleled efficiency, 

utilizing four selection lines to optimize GPIO capacity. 

The system integrates six servo motors, each running on a 

PCA9685 PWM module that communicates using the I²C 

protocol. The ESP32 uses SCL and SDA to communicate with 

the PCA9685, receiving commands that are converted into 

PWM pulses for the servos. Every PWM output corresponds 

to a servo’s signal pin, allowing it to be adjusted to the desired 

angle. Additionally, an SD card module connected via SPI can 

store control parameters when the device is turned off, which 

is crucial for any automated system. A system user supplies 

inputs using potentiometers and switches for a more engaging 

approach. An LCD connected via I²C, which is shared with 

the PCA9685, allows for immediate visualization of the 

potentiometer values, servo positions, and the overall system 

status. To avoid floating input states, logic levels are raised 

using pull-up resistors to enable accurate digital readings. 

With the combination of stable power management, 

efficient I²C and SPI communication, and accurate PWM 

control, it fully utilizes microcontroller assets while allowing 

for future development. Its lightweight and cost-efficient 

structure enables the development of a prototype hybrid 

control system. At the same time, multi-axis servo motor 

control makes it suitable for robotics and automation systems 

that require distributed intelligent control and high-speed 

responsiveness.
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Fig.2. Design of Servo Controller System Board 
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B. Message Queuing Telemetry Transport (MQTT) 

The network architecture implemented in the system, which 

consists of a Servo controller board, an MQTT Broker, and an 

IoT Servo Controller application running on an Android 

device illustrated in Fig.3. The Servo controller board is 

responsible for managing six servo motors, interfacing with 

the MQTT broker via an Access Point Router (AP), and 

receiving or publishing control commands. Communication is 

facilitated using the MQTT protocol, ensuring real-time servo 

control through the use of subscriber and publisher topics. The 

LCD module displays servo positions and control parameters, 

while potentiometers enable local manual adjustments. 

 

 
Fig.3. Proposed Design of Hybrid Control System Architecture 

The ESP32 microcontroller serves as the system’s core, 

handling communication over I²C, SPI, and Wi-Fi. During 

initialization, the Servo controller board connects to the 

MQTT Broker using predefined credentials and establishes 

the Servo control topics. If the connection is lost, the system 

automatically attempts to reconnect every five seconds, 

ensuring a robust and reliable remote-control mechanism. 

As part of the local servo control mode, users can manually 

adjust the servo positions using six potentiometers, which are 

multiplexed using CD4067 ICs. The ESP32 reads these analog 

signals, processes them, and sends PWM commands via a 

PCA9685 module for servo actuation. Then, current servo 

positions are displayed on the I²C LCD, providing real-time 

position feedback to the user. 

In IoT servo control mode, servo commands are received 

from the MQTT Broker and processed by the ESP32. Each 

servo motor is assigned a unique MQTT topic (e.g., 

dsptech/M1 to dsptech/M6), enabling independent control. 

The MQTT Client Android application allows users to send 

position commands via sliders, setting angles between 0° and 

180°. Messages are sent through the broker, ensuring precise 

servo actuation. 

Additional system features include menu navigation and 

Wi-Fi reset capabilities. The rotary encoder enables users to 

navigate through menu options displayed on the LCD screen, 

allowing them to access functions such as “Control: IoT,” 

“Motor Degree Ctrl,” “Record Movement,” and “Play 

Movement”. If network settings need to be changed, the Wi-Fi 

Reset feature can be triggered by pressing a button, prompting 

the ESP32 to restart in Access Point mode (SSID: 

AutoConnectAP). 

C. Quality of Service (QoS) 

In MQTT, QoS parameters play a vital role in guaranteeing 

reliable message delivery for IoT applications. This study 

focuses on the key aspects of MQTT Quality of Service (QoS) 

Level 2 operation and QoS traffic parameters, including end-

to-end delays and jitter. 

1)  MQTT QoS Level 2:  To ensure reliable and real-time 

communication in a multi-axis servo motor control system, 

MQTT QoS 2 is employed in this research as the primary 

communication protocol. QoS 2 ensures that each control 

message is delivered “exactly once”, preventing duplication 

and message loss, which is critical for precise motor 

coordination. While this level of reliability introduces 

additional overhead due to its four-step handshake mechanism, 

it is necessary for applications where accurate and consistent 

message delivery is essential. 

 

 
Fig.4. MQTT QoS Level 2 Architecture 

MQTT QoS 2 establishes a structured communication 

protocol to ensure message integrity, as illustrated in Fig. 4 

[35]. When a control message is provided, the receiver 

processes it and returns a Publish Received (PUBREC) 

acknowledgment. If the sender does not get the PUBREC 

packet, it will resend the PUBLISH packet until the 

acknowledgment is confirmed. After PUBREC is received, 

the sender discards the original message and sends a Publish 
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Released (PUBREL) packet. The receiver then examines the 

message and responds with a Publish Complete (PUBCOMP) 

packet, allowing both the sender and receiver to erase stored 

states while reusing the packet identity. This approach enables 

precise message synchronization in multi-axis motor control. 

Using MQTT QoS 2, the hybrid control system aims to 

improve multi-axis servo motor coordination by ensuring 

precise and consistent message delivery. 

2)  Delay: The delay parameter is particularly critical for 

real-time applications, such as those involving multi-axis 

servo motors, where rapid communication is essential for 

precise and swift command execution. Reducing delay can 

enhance the responsiveness of the control system, which is 

crucial for maintaining stability and operational efficiency in 

dynamic conditions. Equation (1) explains the computation for 

delay in this experimental study. 

 (1) 

3) Jitter: Jitter, on the other hand, signifies the variation in 

message delivery timings. In servo motor control, 

unpredictable communication delays can lead to inconsistent 

motor responses, negatively impacting precision and stability. 

Minimizing jitter is crucial for guaranteeing the system’s 

capability to handle various tasks while maintaining smooth 

and precise performance. This measure is considered the 

deviation of each message’s delay, which can be represented 

as Equation (2). Where, the 𝐷𝑖 variable is the delay of the 𝑖-
the packet and 𝐷𝑖-n for the previous delay of 𝑖-the packet. By 

reducing jitter, the proposed framework ensures consistent 

performance, enhancing its adaptability to varying operational 

demands. 

   (2) 

III. RESULT AND DISCUSSION 

A. Servo Controller System Board 

We have designed and developed a customized servo 

controller board system to meet the specific requirements of 

this study. The Servo controller board system consists of 

several components that work together to manage servo motor 

operations. Fig.5 provides detailed information on the servo 

motor output header pins. (A) The ESP32 Microcontroller 

serves as the actuator controller, handling data processing and 

internet communication. (B) A 4-row, 20-column LCD 

functions as a monitor screen to display the application menu 

and changes in the rotation angles of each servo motor. This 

LCD communicates with the ESP32 via the I2C interface. (C) 

Six potentiometers enable independent control of the angle for 

each servo motor, spanning a range of 0° to 180°. The 

potentiometers operate in analog mode with a PWM precision 

level of 212, corresponding to a value range of 0–4096, and 

are active only in ‘Local’ mode, being disabled in ‘IoT’ mode. 

The male header (D) for servo motor output provides 

connections for the servo motors, including ground and VCC 

pins, a PWM pin for receiving input signals from either the 

potentiometer or MQTT data, and an FB pin for future 

development to monitor the motor’s rotation angle. (E) A 

rotary encoder enables navigation through the LCD menu to 

select the system mode (‘Local’ or ‘IoT’) and display rotation 

angle values. (F) To address the limited number of input pins 

on the ESP32, an analog signal multiplexer module (IC 

CD4067) is used to interface with potentiometers. Similarly, 

(G) is an I2C interface multiplexer module (IC PCA9685) that 

serves as an output multiplexer for controlling the rotation 

angles of six servo motors using a single I2C address, thereby 

simplifying programming. 

 

 
Fig.5. Servo controller board System Design 

A memory card module (H) records the rotation angles of 

the servo motors during operation. Changes in rotation angles 

are automatically recorded as each motor is physically 

adjusted. (I) A momentary button switch for Wi-Fi reset is 

available for selecting a new SSID access point for the ESP32, 

though this feature is only used when connecting to a different 

access point. (J) Finally, the system is powered via a 5-volt 

DC socket, which connects to an external power supply. 

B. System Testing Scenario 

The testing scenario for the proposed system is conducted 

based on the network architecture shown in Fig. 6. The public 

MQTT broker is hosted in the cloud, using port 1883. This 

broker acts as the central communication hub, managing data 

exchange between MQTT clients. Meanwhile, the laptop 

running the Wireshark application and the Servo controller 

board are connected to the same network with the subnet 

192.168.0.1/24. The laptop, with the IP address 192.168.0.2, 

functions as an MQTT client and data packet traffic monitor. 

The servo controller board functions as an MQTT client with 

an IP address of 192.168.0.3. This module is responsible for 

communicating with a motor servo to receive and execute 

rotation commands. Both devices are connected via an Access 

Point Router to access the internet. 

In this test scenario, the Wireshark application monitors 

data packet traffic [36], specifically focusing on the 

communication port between the cloud-based MQTT broker 

and the servo controller board. Moreover, the MQTT 

Dashboard Android application, which controls the rotation 

angle of the servo motor, operates on a separate network with 

the subnet 192.168.100.1/24 and connects to the internet via a 

different network. This isolation allows the system to simulate 

cross-network communication and identify any delays or 

congested packets that may occur in the internet network. 

The evaluation procedure for the servo controller board 

system involves monitoring the responsiveness of the QoS 2 
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mechanism process, as well as latency and jitter. The test 

initiates at Point A, where the MQTT Dashboard Android 

application sends a command to the MQTT broker. Then, the 

broker forwards designated topics and payloads to the servo 

controller board at Point B via the Access Point Router. The 

board then processes the command and delivers data back to 

the laptop for examination, which is observed at Point C using 

the Wireshark application. 

 

 
Fig.6. Testing Scenario for QoS Parameters 

Overall, the test aims to evaluate the time taken from 

sending data through the MQTT Dashboard Android 

application to when the command reaches the servo motor, the 

motor responds, and the movement starts. By monitoring data 

traffic at critical points, the test provides insights into the 

system’s performance, ensuring the QoS 2 mechanism 

functions correctly while specifically analyzing delay and 

jitter. 

C. QoS Test Results 

1)  Result of MQTT QoS Level 2:  The log provided in 

Fig.7 captures the interaction between an MQTT client, 

identified as “Motor Servo 1,” and an MQTT broker hosted at 

broker.hivemq.com on port 1883. The client uses the 

mosquitto_pub.exe tool to publish a message with a payload 

of “20” to the topic of “dsptech/M1” with a Quality of Service 

(QoS) level of 2. The process begins with the client sending a 

CONNECT packet to the broker, which responds with a 

CONNACK packet, indicating a successful connection. The 

client then sends a PUBLISH packet using QoS 2, confirming 

reliable message delivery through a four-step handshake. This 

handshake mechanism comprises the client receiving a 

PUBREC (Publish Received) acknowledgment from the 

broker, followed by the transmission of a PUBREL (Publish 

Release) packet, and ultimately receiving a PUBCOMP 

(Publish Complete) packet, verifying that the message has 

been properly handled. At that point, the client ends the 

session by sending a DISCONNECT packet to the broker. 

 
Fig.7. Log of MQTT QoS 2 Mechanism Process 

On the subscriber side, particularly in microcontroller-

based devices, monitoring the whole QoS 2 handshake can be 

challenging due to the lack of specialized debugging tools or 

libraries that provide extensive insights into the MQTT 

protocol’s internal workings. Microcontrollers typically rely 

on lightweight MQTT libraries that prioritize resource 

efficiency over systematic logging. As a result, while the 

subscriber may receive the message, it may not be feasible to 

monitor intermediary processes, such as PUBREC, PUBREL, 

or PUBCOMP, which are vital for confirming the message’s 

delivery under QoS 2. This constraint can make debugging 

and validating end-to-end message delivery more challenging 

in resource-constrained applications. 

2)  Delay and Jitter Measurements: This subsection 

provides an overview of the system’s performance in terms of 

QoS connection time, from the application side to the 

hardware and vice versa. The graph in Fig. 8 and the data in 

Table 1 show the correlation between total delay and jitter 

across various payload angles, providing a comprehensive 

evaluation of system performance. The experiment was 

conducted by sending nine distinct variations of rotation 

angles, ranging from 20° to 180° in increments of 20°. The 

delay and jitter measurements for QoS level 2 on the MQTT 

protocol reveal considerable changes based on the payload 

size. The total delay, which is the sum of the delay from the 

MQTT Dashboard Android application to the MQTT Broker 

and from the Broker to the Servo controller board, varies 

across different payload degrees. The maximum overall delay 

(55.61 ms) occurs at 160°, while the lowest (21.72 ms) is 

observed at 180°. Jitter, which represents delay variation, is 

similarly inconsistent, with the highest value (33.89 ms) 

measured at 180° and the lowest (1.17 ms) at 120°. These 

results suggest that QoS level 2 in MQTT communication 

exhibits varying levels of stability and responsiveness, 

depending on data traffic conditions and payload size. 

A relationship between data traffic and QoS performance is 

evident in the delay and jitter information. The delay from the 

MQTT Dashboard to the Broker appears to be the dominant 

factor influencing total delay, with some values exceeding 40 

ms, such as at 60° (45.90 ms) and 160° (49.12 ms). In contrast, 

the delay from the Broker to the Servo Controller remains 

relatively stable, ranging from 5.82 ms to 6.50 ms. The 

inconsistencies in jitter, particularly at 20°, 80°, 160°, and 

180°, indicate fluctuations in network performance and 
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potential congestion, which may affect the precision of the 

hybrid control system for multi-axis servo motor management. 

 
Fig.8. QoS Parameters for Delay and Jitter vs Payload (Degree) 

 
TABLE I 

CORRELATION BETWEEN TOTAL DELAY AND JITTER ACROSS VARIED 

PAYLOAD ANGLES 

Payload 

(Degree 

in 

String) 

Data 

Package 

(byte) 

Delay 

from 

Broker 

MQTT to 

Board 

Servo 

Controller 

(ms) 

Delay 

from 

MQTT 

Dashboard 

Android to 

Broker 

MQTT 

(ms) 

Total 

Delay 

(ms) 

Jitter 

(ms) 

20 2 5,88 23,47 29,35 29,35 

40 2 5,83 40,37 46,20 16,85 

60 2 5,82 45,90 51,72 5,52 

80 2 5,83 18,18 24,01 27,72 

100 3 5,83 31,69 37,52 13,51 

120 3 6,50 32,19 38,69 1,17 

140 3 6,50 25,74 32,23 6,45 

160 3 6,50 49,12 55,61 23,38 

180 3 6,49 15,23 21,72 33,89 

Average: 37,45 39,66 

 

Overall, the data suggests that while MQTT’s QoS level 2 

ensures message delivery reliability, it does not guarantee 

low-latency performance under all conditions. The variations 

in delay and jitter highlight the need for optimized network 

configurations or additional buffering mechanisms to ensure 

smoother real-time control. With an average total delay of 

39.66 ms and an average jitter of 37.45 ms, future 

improvements may focus on mitigating fluctuations, 

particularly during high data traffic scenarios, to enhance the 

efficiency of the prototype hybrid control system. 

In addition, the observed delays (21.72–55.61 ms) under 

hybrid operation represent a significant improvement over 

pure IoT-based systems in unstable networks, where prior 

studies report >100 ms delays during packet loss [23], [24]. 

Unlike standalone IoT solutions that fail during network 

outages, our hybrid system maintains functionality via local 

control, eliminating downtime. While pure potentiometer-

based control offers negligible latency (<1 ms) [28], it lacks 

remote programmability. Conversely, IoT-only systems 

enable remote access but suffer from unreliability under poor 

connectivity. Our hybrid approach bridges these extremes, 

adding <6.5 ms overhead versus manual mode while ensuring 

fallback operability, which is a critical advantage for 

industrial settings. 

IV. CONCLUSION 

This study presents a hybrid control system for multi-axis 

servo motor management, combining IoT-based remote 

control via MQTT with local potentiometer-based control to 

ensure operational continuity. The system effectively balances 

flexibility and reliability, allowing seamless transitions 

between remote and local modes. Experimental validation 

demonstrates the efficient management of six servo motors 

using an ESP32 microcontroller, an I2C multiplexer, and a 

PWM controller, enabling precise and synchronized motor 

actuation. The findings indicate that while QoS level 2 

introduces additional overhead, it significantly improves 

message reliability, which is crucial for multi-axis 

coordination. Performance evaluation reveals delay variations 

that depend on payload size and traffic conditions, with the 

highest observed delay at 55.61 ms and the lowest at 21.72 ms. 

These results emphasize the importance of QoS level 2 in 

maintaining system stability.  

Although a direct comparison with standalone systems was 

not the primary focus of this study, the observed delays were 

significantly lower than those typically reported for IoT-only 

systems under identical network conditions. Moreover, the 

hybrid model’s ability to fall back on local control prevents 

total system failure during outages—a critical limitation of 

purely IoT-based architectures. However, testing for 

simultaneous motor control was not conducted, as this study 

did not focus on developing user-friendly Human-Computer 

Interaction (HCI) technologies such as joysticks or camera-

based virtual skeletons. On the other hand, scalability beyond 

six servos is architecturally feasible through PCA9685 

cascading, which supports up to 16 channels integrated with 

distributed ESP32 nodes. However, empirical validation of 

these configurations remains a work for the future. 

Subsequent research will aim to quantify the trade-offs in 

larger deployments. Overall, the proposed hybrid control 

system enhances real-time motor control by combining IoT 

communication with a fail-safe local mechanism, providing a 

reliable and scalable solution for intelligent automation 

applications that require high precision and adaptability. 
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